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2. API

WebOf|A A3 7F Al e 7|Hte 2 Oi2t0|EE TESL CallBack HENZ ZAWE

S AHEELIL

2.1 Import 2}0|E2{2|
Web HH|O|X[0f A i-SAS 3.0=2=A| ERZ ot AHIAIEE 20|82 YL(Ct

(A1) HEax2

<script src="./js/jquery-1.9.1.minjs"> </script> <!— jquery 1.7 O|& #1-->

<script src="./js/json2.js" > </script>
<script src="/js/swfobjectjs"> </script> <!—IE 100|5} X| @ -->
<script src="./js/web_socket,js"> </script> <!—IE 100|5} X| @ -->

<script src="./js/isasscaping.js" > </script>

<link rel="stylesheet" href="./css/process_manager.css" /> <\—QIZA{

22 o953Cc MH

var Cooconlicense = {
"MstCompNo" : "1234567890", DHAN AFHRHD
"SubCompNo" : "1234567890", il
"ProductNo" : "00000014"

23 HIFPE =l

=13
[=]

Web HO|X[O|M URLEEE ==5t0], IMEX Z|oRU=s HEUZEE 2oy = ASLI.

https://ibasews.coocon.co.kr:14101/VERSION

({"Result":{"Version":"2020.3.16.0"},"ErrorMessage":"","ErrorCode":"00000000"})

=
—

=13
=]
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24 BR=E ZNEE
WebOl| Al URL = =310], SIXfAH

https://ibasews.coocon.co.kr:14101

52 WebSocket &5 M= = A|ULCL
/KILL

({"ErrorMessage":"","ErrorCode":"00000000"});

2.5 HF Update
WebOlAf URL = =3t0f, Z[4lAF 2t0[E2{2|2 YOHO|E LT YOOE 2EA ¢ ZHE=R
£ =2 AEYH oL

=

https://ibasews.coocon.co.kr:14101/update

B 49
this.CurrentVersion "2020.3.16.0" T O|& & A0t 5|8 TfL|CtL
this. RUNLEVEL 0: PC AFE2 XL Aot A3 1: pC 22X} HoteZ Al

this.CurrentVersion = "2020.3.16.0";
this.RUNLEVEL = 1 ;
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27 QUASM =& x3|

siE PC HX|E HA ABM 552 =3|5t0] Callback 22 ZtE M3 LICH
N MY

RDN QAIEM Al

Drive BN XA Drive B2

Type ISM EtY

ExpiryDate QB M TtE Xt

User ASMY

Issuer =72y

SerialNo SN YD

CooconiSASNX.getCertList(function(certList){

console.log(certList);

"ErrorCode": "00000000",
"ErrorMessage™: ",
"Result": {
"CertList™: [
{
"SerialNo": "2812beb1",

"Type": "2H7Hl",

"ExpiryDate": "2019-04-24",

"User": " =Z-&()000002671",

"Issuer": "yessignCA Class 2",

"Drive": "C",

"RDN": "CN=ZZ-&()000002671,0U=IBK,0U=persona, O=yessign, C=kr"
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=4 Ef ) 4%
Module String(2 =) "iISAS30/SASUtils"
Class String(2 =) "iISASUtils"
Job String(2 =) "verifyIDNum"
Input Object
FOAIE AR String(2 =)
1SN Object
Ol String
oF = X} String
HEZH String

"Module": "iSAS30/SASUtils",
"Class": "iSASULtils",

"Job": "verifyIDNum",
"Input": {

"FOAHXIEH S "ENC=aaaaaa",

"B

" "cn=2Z4&()0003040201704221002671,0u=1BK,0u=personal4B,o=yessign,c=kr",

n le n, onn

1

=3
"HI Y ": "password!!"

&4 Ete 493
ErrorCode String(2 =) A3 3 E("0000000078Y, 12 2F)
ErrorMessage String Q F O MIX]|
Result Object 22|21t
UserName String AlHZ
VerifyResult boolean AEX 2ol Aot
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"Module": "iSAS30/SASULtils",
"Class": "iSASUtils",

"Job": "verifyIDNum",

"2 Q1A "CERT",

|:||_| Al. % xl. I:ll_-1§": Nkkkkkkkkhhhhl

1

£" "ecn=8ZS()000304820191120142636123,0u=1BK,ou=personal4|B,o=yessign,c=kr",
F X" "20201120",

=3
SN Nkkkkkkkkkkx
Hom )
(=]

"E20|=: "

"ErrorCode": "00000000",
"ErrorMessage": ",
"Result": {

"UserName": "SZS",

"VerifyResult": true

$(document).ready(function($){
CooconiSASNX.init( function (0){
if(lo){
alert(2X| £ O|&3tA|7| BFELILEY;

return;

2.10 Open % Thread &%
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var ThreadCount = 1,; //3HEHO| M3E Thread Z0|HH
CooconiSASNX.open( ThreadCount , function (res){
if(res.ErrorCode == "00000000" ){//Open &&

o o
/**

= a3

var ThreadCount = 1; //2H8H0| HAS Thread ZO|HH
CooconiSASNX.open( ThreadCount , function (res){
if(res.ErrorCode == "00000000" ){//Open &=

o o
/**

P MPYE ¥ Y3 Y 3 ASHTAY
**/

for(var i =0 ; i< ThreadCount; i++){

var inputList = [

{"Module":"""Class":"","Job":" 2 2I" "Input":{" 2 1 I & A":"CERT"," AL X}O}O| | ™. " AL

"
=~

AH|E R IS M ("0 & "rdn," B2 2 AH""20180909","H| 2 = ":cpw ,"Drive™:"C"}}}

o

{"Module":ModuleList[i],"Class":BankGubun,"Job";jobName,"Input":{}}
{"Module":ModuleList[i],"Class":BankGubun,"Job":" 2 J10}2" "Input":{}}

/* Thread & Job List A% */

CooconiSASNX.execute(inputlList, i , function (res1, seq){

A
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E oretoly e A2ostol A3 YU E SFEeL o
MEAAQ| "function encrypt(data)’E E1SHA|7| HFZFL|CH
[E1] dEx2

var certParam = {};

var certname = "cn=2Z & (),ou=KDB,ou=personal,0=CrossCert,c=KR"
var encdatal = encrypt( certhame );

certParam["0|&"] = encdatal;

certParam[" 22 YX}"] = "20180510"; //YYYYMMDD

var encdata2 = encrypt( “1234qwer” );

certParam["H|2HS "] = encdata2;

/* &3 HE| v/
function encrypt(data){
var input = {} ;
input['Data’] = data;
input['Uid'] = CooconiSASNX.OpenUid;
input['Action’'] = CooconiSASNX.OpenAction;
var param = "data="+ encodeURIComponent( JSON.stringify(input) );
var rtn = {};
$.ajax({
url : "./encode.jsp?”,
type: "POST",
data : param,
async: false,
success: function(data, textStatus, jgXHR)
{
rtn = data['Result’];
1

error: function (jgXHR, textStatus, errorThrown)

{

alert("error");

rtn=null;
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return rtn;

CooconiSASNX.execute(inputlList, i , function (res1, seq){
e
* 2535 9F
*/
$.each(res1, function (0){
var r = resl1[o];
if( r[Result] != null && r['Result’] = "" && typeof r['Result’] =="string"){
f
* 232" Zi HojlH S23t
x
r['Result’] = JSON.parse( decrypt(r['Result]) );

function decrypt(data){
var input = {} ;
input['Data’] = data;
input['Uid'] = CooconiSASNX.OpenUid;
input['Action’] = CooconiSASNX.OpenAction;

var param = "data="+ encodeURIComponent( JSON.stringify(input) );

var rtn = null;

$.ajax({
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url : "./decode.jsp?",
type: "POST",
data : param,
async: false,
success: function(data, textStatus, jgXHR)
{
rtn = data['Result’];
},
error: function (jgXHR, textStatus, errorThrown)
{

alert("error");

5

return rtn;

[(HD2] MELAUSP)
<%@page import="java.util.lterator"%>
<%@page import="com.coocon.securty.util.[SASSeedCBC"%>
<%@page import="org.json.simple.parserJSONParser"%>
<%@page import="orgjson.simple JSONArray"%>
<%@page import="org,json.simple.JSONObject"%>

<%@ page language="java" contentType="application/json; charset=UTF-8" pageEncoding="UTF-8"%>

<%

String in_data = (String) request.getParameter("data");

if( in_data !'= null){

/* JSON Parser */
JSONParser jParser = new JSONParser();

/* Input JSONArray */

JSONObject inJObj = (JSONODbject)jParser.parse(in_data);
String data = (String)inJObj.get("Data");

String Uid = (String)inJObj.get("Uid");

String Action = (String)inJObj.get("Action");

String decResults;

if(Uid != null && Action != null && Uid.length() >= 30 && Action.length() >= 30){
decResults = ISASSeedCBC.decrypt(data , Uid, Action );

}else{
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decResults = ISASSeedCBC.decrypt(data);

JSONObject output = new JSONODbject();
output.put("Result”, decResults);
out.printIn(output.toJSONString());

telsef

out.printIn("{}");
}

%>
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